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Abstract

There is growing interest in lattice-based cryptography, reinforced by the recent discovery of fully-homomorphic
encryption and noisy multi-linear maps. A central question in lattice-based cryptography asks which family of lattices
are suitable for cryptographic applications. Over the years, many different families of lattices have been proposed, both
in theory and in practice, but it is still unclear which family offers the best security/efficiency trade-off. From a
complexity point of view, the most interesting family is the one proposed by Ajtai at STOC '96, when he presented the
first worst-case to average-case reductions for lattice problems: if one can find very short vectors in Ajtai's random
lattices, then one can efficiently find short vectors in any lattice. Since 1996, worst-case to average-case reductions
have been significantly improved, but the average-case problem has essentially not changed: it refers to a very special
class of lattices related to the group G=(Z/gZ)™n. We generalize worst-case to average-case reductions for lattice
problems(namely, Ajtai's SIS and Regev's Search-LWE) to almost all integer lattices, by allowing to replace the group
G by any (sufficiently large) finite abelian group. By taking G=Z/pZ for large prime p, we obtain the first hardness
results for the lattices used in the main lattice reduction benchmarks and in Darmstadt's SVP challenges, and for the
hidden number problem introduced by Boneh and Venkatesan to study the bit-security of Diffie-Hellman key
exchange. And by taking G as a cyclic group, we obtain that most integer lattices are as hard as worst-case lattices. Our
main tool is a novel group generalization of lattice reduction, which we call structural lattice reduction, and which
might be of independent interest.

This is joint work with Nicolas Gama (UVSQ, France) and Malika 1zabachene (LORIA, France)
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